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EVERYONE
IS TALKING
ABOUT Al
WRITING
CODE.

BUT CAN YOUR INFRASTRUCTURE
HANDLE IT?
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Al IS INTEGRATED INTO HOW WE
THINK, WORK, AND BUILD.
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WE BUILD APPS.
WE INTEGRATE LIBRARIES.
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NETFLIX IS NOT
IMMUNE TO THIS,
LET’S TALK
ABOUT IT!
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Agenda for today

- The Solutions -~ -~ -

-
L .

-~ Five Questions _ = .z~ - ‘L deﬁté onthe. .

‘We Couldn't Answer . - _ - _Paved Path
Same Mistake, | I ' What We're Still

Twice as Fast X ‘ Figuring Out



SAME MISTAKE,
TWICE AS FAST
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Two different worlds

APP DELIVERY LIBRARY RELEASE

gittag v2.6.0

Deploy git push origin

Jenkins builds

Canary
Artifactory
Yes No
Healthy?
Managed Source PRs
overnight
v Gradual rollout Auto rollback

& Hope



Image generated with https:/heogram.ai/ ‘




JVM and OSS libraries evolve faster

Spring Boot helps you to create Spring-powered, production-grade applications and services
with absolute minimum fuss. It takes an opinionated view of the Spring platform so that new
and existing users can quickly get to the bits they need.

o ]

32
202 2025 2026 2027
1 0SS support
Release Released 0SS support Commercial Latest JDK10  JOK11 JOK12 JDK13  JDK14  JDK15  JDK16  JDK17 JDK18  JOK19  JDK20 JDK21 JDK22 JOK23 JDK24 XKD25 JOK26
Support
5 Ends in 1year and 8 v . Sest P Sept Mar
40 5 months ago Ends in 8 months —— 4.06 20m
X L
30 Nov 2025 31 Dec 2026 23 Apr 2026,
( ) ( ) i (23 Apr 2026) Osonatype
EndsnTmonthand3 Open Source Malware Index 012026
35 11 months ago o Ends in 6 years 35.14
’ 31 May 2025 30 Jun 2032 23 Apr 2026 Central Repositor
( Yy ) (30 Jun 2026) ( ) (23 Ap! ) P y
https://repot.maven.org/maven2/ Open Source Malware
1year and 5 noun ] /oupan sa:rs ‘maelwear/
Y Ended 4 months ago Ends in 8 months 3413 L ! B
34 months ago 31 Dec 2025 31 Dec 2026 malicious software targeting developers by posing as legitimate open source components or
{18-Bee2025} g
(30 Nov 2024) Enese ) (e ) URL hittje:/ffepat.maven.crg/maven2/. [N inspectiUAL Al models in order to compromise code and software development assets.
STORAGE 64695.2 GB malware
1year and 11 A DL EER Ends in 1 month and 5 SAGRNORE 20,232,323 indexed packages packages
o months ago (30 Jun 2025) 3 weeks detected by
un {49-Jun2025}
(31 May 2024) (30 Jun 2026) 5 Sonatype..
Published Packages by Year ) | ) | and counting!
veAR phoxnces ARTERLY BREAKDOWN
2026 1,387,805
2025 3,213,499 o
2024 2,711,905 ' °
2023 2,505,800 new open source malware packages increase in malicious packages
discovered last quarter over Q1of lest year
2022 2,306,903

I Images from https://endoflife.date/spring-boot, https://www.infog.com/news/2026/03/java26-released/ and https://www.sonatype.com/bloa/g1-2026-open-source-malware-index and N
https://mvnrepository.com/repos/central


https://endoflife.date/spring-boot
https://www.infoq.com/news/2026/03/java26-released/
https://www.sonatype.com/blog/q1-2026-open-source-malware-index
https://mvnrepository.com/repos/central

WHAT HAPPENS WHEN 40,000 LIBRARIES
SHIP WITH NO SAFETY NET?

Image generated with https://ideogram.ai/



Things Could Go Wrong

Library Release Incident Timeline

‘f&

Library Ships First Alerts
New library deployed
without verification
gate

Initial alerts signal
library-related issues

I Image generated with napkin.ai

Y

Cascading
Failures
Failures spread

across multiple
services

©
P & O

Server-Side Fix Member Full Recovery
Server-side fix Recovery All services and
deployed to address Members still members fully

root cause recovered

experiencing issues
due to cached errors



3 YEARS.

THE DEPRECATION WAS DECLARED.
THE CALLERS REMAINED.




AISCALES THE MISTAKE.
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ONE HUMAN.
ONE MISTAKE.
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VELOCITY WITHOUT VISIBILITY.




Al DIDN'T CREATE THE GAP.



FIVE QUESTIONS



PORTABLE CHECKLIST
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STABILITY SIGNALS.

/

IS THIS LIBRARY SAFE TO USE?



COMPATIBILITY
VALIDATION.

!l

WILL THIS BREAK
ANYTHING?


https://lordicon.com/icons/wired/lineal/596-eggs

IMPA T\IISIBILITY

WHAT DOES THIS CHANGE KNOCK OVER?




LIFECYCLE
MUNICATION

DID YOUR CONSUMERS GET THE MEMO?
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THE
SOLUTIONS
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ﬁ

WE\\STARTED WITH A
STRATEGY.

NOT WITH TOOLS.
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SAFE LIBRARY RELEASE WORKING GROUP
CHAMPIONS WHO SHAPED THE STRATEGY
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STABILITY SIGNALS

A+
— RlER 2

LIFECYCLE STATUS AVAILABILITY TIER HEALTH GRADE

Image generated with https://ideogram.ai/



ormalized and Derived Lifecycle Stages

@Experimental APIs
Breaking changes expected
Early adopter feedback
Minimum documentation

Library Lifecycle Stages

Aligned with the Platform Product Lifecycle (go/platform-product-lifecycle)

GA — Active
General Availability
®

Stable, supported APIs
New features added
Proper semver versioning
Robust documentation

Semver + support

Maintenance

No new features

Critical bug fixes only
Security patches
Not recommended for new use
3 months advance notice

Key commitments

Critical fixes only

Advance notice

3 months minimum

Deprecated
Migrate away
@

Replacement available
Migration support provided
EOL date set at start
Minimum 6 months

Migration path provided

3 months minimum

Not every library reaches End of Life — many stay in GA indefinitely
Communicate stage transitions ea'\y SO consumers can [;-lan ahead

End of Life
Retired
o

No support or guarantees
APls may stop working
Repository archived
Continued use at own risk

Set at deprecation start

EXPERIMENTAL
(new library,
low release cadence)

I Images from internal documentation

GENERAL_AVAILABILITY

(regular releases,
recent commits)

MAINTENANCE

(releases slowed,
commits quiet)

END_OF_LIFE
(no releases or
commits for extended
period)

DECOMMISSIONED
(repo archived or
marked in Spotlight)




Deriving library criticality in our ecosystem

> threshold of Tier no a threshold of Tier no ~ Atleastone Tier
O dependents? 0+1 combined? 0-2 dependent?
yes yes yes

TIER_O TIER_1 TIER 2

(some production

(critical to streaming) (broadly critical) footprint)

I Images from internal documentation



Deriving library health

< 2days —>| HEALTHY

FAILING | Consecutive failure 2-4 days
days

Cl build status NEEDS_ATTENTIO

> 5 days

— AT_RISK

not
enrolled

Enrolled in Managed
Source?

NEEDS_ATTENTION
. A4 NEEDS_ATTENTION
Pending dependency <

enrolle

updates?
HEALTHY

no

I Images from internal documentation



Library owners have better insi

Signals

LIFECYCLE STATUS

® General Availability

Stable and recommended for production use.

AVAILABILITY TIER

® Tier O

Critical — used by Tier O (critical) production services.

HEALTH GRADE

® Healthy

Build passing and no dependency updates pending.

I Images from internal tooling

17 days ago a1 198 3 days ago

10y 7mo

28 26 18 97 169

DRIVING SERVICE api

Passing Up to date

169

ghts



Agents as well...

® Library Check:
Recommendation: ADOPT &
No known lifecycle, health, or archiving issues.

Signals

Signal Value

Lifecycle GENERAL_AVAILABILITY

Tier 0 — Mission-critical

Health HEALTHY

Archiving not available

Detail

- Lifecycle (GENERAL_AVAILABILITY): Actively maintained and recommended for production use.
- Tier 0: Depended on by mission-critical Netflix services. Strong support guarantees.

- Health (HEALTHY): CI is passing. Dependencies are up to date.

- Archiving: Not tracked in the archiving pipeline.

I Images from internal tooling




API LIFECYCLE ANNOTATIONS

@ @ &

@Experimental @Exported @Deprecated Removed

May change without notice Public API, semver guaranteed Scheduled for removal Gone

Image generated with https://ideogram.ai/



API Lifecycle annotations

000
package com.netflix.mylib.apti;

public class MyLibrary {

public void stableMethod() { }

@Experimental
public void experimentalMethod() { }

@Deprecated
public void oldMethod() { }

@Deprecated(forRemoval = true)
public void legacyMethod() { }

o000

@Exported
package com.netflix.mylib.apti;

import com.netflix.annotations.Exported;

I Images from internal example class in an IDE



Improved Guidance on Lifecycle

Deprecation

Introduce
Replacement

Ship new API alongside old
in a minor release

Minor release

Deprecation Timeline

Support Migration

Mark @Deprecated

Monitor Adoption

Add annotation + Javadoc
pointing to replacement

Provide migration tooling,
PRs, or guides

Track migration progress
via Astrid + Sourcegraph

Migration window (weeks to months)

Remove Old API

Major version bump only
after consumers migrated

Major release



Improved Guidance on Lifecycle

Before You Break

Before You Break — Checklist

o Assess Blast Radius e Verify Migration e Major Release
* Astrid - consumer count * Consumers on replacement version? * Remove deprecated APIs
* Sourcegraph - APl usages * Call sites to old API cleared? * Tag with major version bump

* ArchRules > @Deprecated usage * Remaining teams coordinated? * Release notes + migration guide



LIFECYCLE COMMUNICATION

e IT IS DEPRECATED!

W&afc@d’y&u ay?




THE BUILD
IS THE GATE

Archrules enforces architectural patterns before anything ships.

Image generated with https://ideogram.ai/




Scaling ArchUnit with Nebula ArchRules

ArchUnit Rule Integration and Execution

consumer

1ACNcy

ArchUnit rules are

The consumer repo o automatically
adds the library as a |E I] executed during the 2

dependency. build.

The author develops
ArchUnit rules for
code quality.

> @ > @

The rules are The Cl build process Violations are
integrated into the starts on every reported with file
library artifact. commit. and line numbers.

I Screenshots from internal tool



Scaling ArchUnit with Nebula ArchRules

> Task :nebula:archRulesConsoleReport

ArchRule Summary:
com.netflix.gradle.common.archrules.GradleEnvironmentArchRules
com.netflix.nebula.archrules.gradleplugins.GradlePluginBestPractices

com.netflix.annotations.archrules.NetflixJavaAnnotationsArchrules
com.netflix.nebula.archrules.deprecation.DeprecationRule
Q¢ recatl ed

com.netflix.nebula.test.archrules.NebulaTestArchRules

Note: In order to details of ru with priority less than MEDIUM,

Learn more in our official blog post!
Scaling ArchUnit with Nebula ArchRules

10 minread - May 8, 2026 N

I Screenshots from internal tool and from Medium article

. Netflix Technology Blog Following


https://medium.com/netflix-techblog/scaling-archunit-with-nebula-archrules-b4642c464c5a
https://medium.com/netflix-techblog/scaling-archunit-with-nebula-archrules-b4642c464c5a

BINARY COMPATIBILITY + SEMVER ENFORCEMENT

AN r=Z>

B W—;—@-‘( i o
A =>J
—-
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Pre-release APl compatibility reports

API Compatibility Report

com.example:test-lib

Summary

Artifact Baseline Current

com.example:test-lib 1.0.0 1.01 FAIL

8

PATCH Internal changes only. Breaking changes and new APIs will fail.

Java Version Compatibility

AP Breaking ns
Baseline: Java 11 (bytecode 55)
Current:  Java 21 (bytecode 65)

0 1 Status: & BREAKING - Minimum Java version increased

New Classes Removed Cla:

» Unaccepted Breaking Changes (2)

These changes will cause the build to fail. Add them to accepted-breaking-changes.yaml to accept

com.exanple. Api .removedMethod

nethod will get NoS:

MethodError at runi

I Screenshots from internal tool




a— = RULES

BINARY
COMPATIBILITY

..................................................................................................................................

TWO LAYERS.
ONE BUILD.

Archrules enforces patterns. Binary compat enforces contracts.

Image generated with https://ideogram.ai/



BUILD-TIME ANALYTICS

Image generated with https://ideogram.ai/



BUILD-TIME ANALYTICS

CS?Gradle Enterprise ﬁ e igesn ke GATER A0 M OE

E Summary Search Resolutions I
| . . .

Console log — | Resolution: Dynamic version

s e i Resolution: Selected different from requested
##  Timeline
W' Perfofmance Q = 74 dependencies resolved in 1 project across 8 configurations from 1 repository
6%‘5 Projects
&% Depend

2T

©% Build dependencies
Plugins
Switches

Infrastructure

I Image from Develocity product demo: htt


https://gradle.com/blog/improved-gradle-dependency-resolution-insights-in-build-scans/

@? Gradle Enterprise

£> Task inputs ® (A) v/ demo build (8) v demo build

g‘g Dependencies ® Started today at 10:24:41 AM CEST, finished today at 10:24:42 AM CEST Started today at 10:23:29 AM CEST, finished today at 10:23:30 AM CEST

5 5 Gradle 5.6, Build scan plugin 2.4 Gradle 5.6, Build scan plugin 2.4
8% Build dependencies

2= Custom values

& Switches . (?
e S Dependencies  Configurations ~ Comparing 16 dependencies in 2 configurations with differences =
2% Infrastructure ¢ i P -

: testCompileClasspath
com.fasterxml.jackson.core:jackson-databind: 2.9.9.3 2.9.9
org.slf4j;jul-to-sif4j: 1.7.28 1.7.26
org.slf4j:sif4j-api: 1.7.28 1.7.26
org.springframework.boot:spring-boot: 2.1.8.RELEASE 2.1.7.RELEASE
org.springframework.boot:spring-boot-autoconfigure: 2.1.8.RELEASE 2.1.7.RELEASE
org.springframework.boot:spring-boot-starter: 2.1.8.RELEASE 2.1.7.RELEASE
org.springframework.boot:spring-boot-starter-json: 2.1.8.RELEASE 2.1.7.RELEASE
org.springframework.boot:spring-boot-starter-logging: 2.1.8.RELEASE 2.1.7.RELEASE
: testRuntimeClasspath
com.fasterxml.jackson.core:jackson-databind: 2.9.9.3 2.9.9
org.slf4j;jul-to-sif4j: 1.7.28 1.7.26
org.slfdj:sifj-api: 1.7.28 1.7.26
org.springframework.boot:spring-boot: 2.1.8.RELEASE 2.1.7.RELEASE
org.springframework.boot:spring-boot-autoconfigure: 2.1.8.RELEASE 2.1.7.RELEASE
org.springframework.boot:spring-boot-starter: 2.1.8.RELEASE 2.1.7.RELEASE
org.springframework.boot:spring-boot-starter-json: 2.1.8.RELEASE 2.1.7.RELEASE

I Image from Develocity product demo:

ring-boot-starter-logging: 2.1.8.RELEASE 2.1.7.RELEASE "



https://gradle.com/blog/improved-gradle-dependency-resolution-insights-in-build-scans/

EXPORTING BUILD-TIME

ANALYTICS

--rerun-tasks Usage (%) --refresh-dependencies Us... Bad Flag Usage Over Time

0.500 A

Total unique dependencies Total unique versioned dependencies

22.3k 135«

and

I Image from

} e 10.4.4

Nebula Version Distribution

\p

8.55K
5.92 K
5.38 K
5.26 K
4.93 K
491K

17%
12%
1%
1%
10%
10%



https://lordicon.com/icons/wired/lineal/995-table-sheet-spreadsheet
https://lordicon.com/icons/wired/lineal/1329-responsive

RUNTIME DEPENDENCY GRAPH

Image generated with https://ideogram.a?*-\



We built Astrid

m Core: Astrid Manifest Index & Publish REST API

’

Artifact Repo
Maven POM / Ivy

astrid-dependency.json

e |ID & Metadata

Async Processing
SQL - Redis > Cinder

e Runtime Deps Capabilities
e Bundled Deps Upstreams
Build Plugins ‘ Downstreams
Gradle + Nebula Graph Snapshot
Hollow Snapshot Shortest Paths
In-Memory

Manifest Plugin
Metadata Extraction

I Design from internal tool N



Understanding library adoption

Version Adoption

Latest Version

73.01

Apps on Latest

98

60% of 164 total

DISTRIBUTION ACROSS THE FLEET

JARs
a

Apps

72.5.x 42% 73.0.x 35%

I Image generated with https://ideogram.ai/

73.0.x 44%

Apps Need Upgrade

66

40% of total

71.6.x17%

Total JARs

251

130 on latest (52%)

Active Versions

30

with live consumers

2. 7. |2



Understanding library adoption

99 apps - 130 jars
APPS BY AVAILABILITY TIER

Tier 0 () 14%
Tier 1 § g 16%
Tier 2 1%
Tier 3 | 33%
Tier 4 3%
Unknown 22%

APPS BY LIFECYCLE

Active . 22%
Experimental - 6%
Maintenance q 1%
End of Life (J 5%
Uncategorized 64%
Unknown 2%

I Screenshots from internal tool




Understanding library adoption

JARS BY LIBRARY TIER

Tier 0 D 24%
Tier 1 LS 18%
Tier 2 49%
Tier 3 [ J 9%

JARS BY LIFECYCLE STATUS

General Availability D 78%
Experimental D 20%
Maintenance (] 2%

JARS BY HEALTH GRADE
Healthy . ) 95%

Needs Attention [ J 5%

I Screenshots from internal tool



Understanding library adoption

99 apps - 130 jars

Apps (99) JARs (130) Searchapr Q
App Tier Lifecycle Business domain Owner

Tier 1 ® Active

Tier O ® Maintenance

Tier 2 ® Active

Tier 1 ® Active

Tier 2 ® Active

Tier 2 ® Active

Unknown @ Experimental =

I Screenshots from internal tool Tier 4 Uncategorized



Understanding library

73.01

m 127 64%

APPS BY AVAILABILITY TIER
Tier 0 [ J

Tier 1

Tier 2

Tier 3 L]

Tier 4

Unknown

Apps (111)  JARs (127)

App

I Screenshots from internal tool

1%
14%
10%
46%
3%

16%

Tier

Tier 1

Tier 3

Tier 0

Tier 0

Tier 3

Tier 2

Tier 0

Tier 2

Tier 1

Tier 0

Tier 0

Tier 2

111 apps - 127 jars
APPS BY LIFECYCLE

Active -
Experime... @
Maintena...

Endof Life @B
Uncatego...

Unknown

Lifecycle

@ Active
Uncategorized

® Maintenance
Uncategorized
Uncategorized

® Active

Uncategorized

® Active
® Active

Uncategorized

® Active

® Active

19%
5%
1%

20%

53%

2%

Business domain

JARS BY LIBRARY TIER

Tier 0
Tier1
Tier2

Tier 3

24%

18%

49%

9%

General A...
Experime...

Maintena...

LIFECYCLE STATUS
L _J
-

(

adoption

81%
18%

1%

Owner

Version 73.0.1 (111 apps - 127 jars) ~

JARS BY HEALTH GRADE
Healthy _— 67%
Needs Att... D 33%

Searchapr Q



Of course, agents know this as well...

/jvm-insights:library-adoption
Called jvm-insights-mcp-server 2 times (ctrl+o to expand)

snapshot 2026-06-02

73.0. 26.0% 96 apps
72::5% 19.0% 176 apps
70. 16.1% 0 apps
7A%6 14.8% 0 apps
72. 11.2% 60 apps
71. 6.5% 17 apps
< 70 6.5% 0 apps

Fleet total: 140 apps - 385 jars
> Console: https://console.netflix.net

Notes:
Versions are grouped into major.minor bands (73 distinct versions in total).
73.0.x is the most adopted band — 73.0.1 is the single most-adopted version (21.8% individually).
72.5.x has high app count (176) driven by fragmentation across 72.5.0-72.5.5.
70.x and 71.6.x are jar-only (O apps direct), suggesting transitive-only usage — likely pulled in by other libraries.
A significant long tail (~38.6%) is still on versions below 73.x, indicating an ongoing migration opportunity.

% Cogitated for 1m 23s

I Screenshots from internal tool




HAS IT ON CLASSPATH CALLS THE METHOD

847

DIFFERENT QUESTIONS.



SYMBOL-LEVEL INDEXING |

GrpcClient.call()

\\
\\
\

I Image generated with https://ideogram.ai/ N



We built Quasar

Symbol-Level Indexing Pipeline

TRIGGER

Cl Build

main + releaser

build triggers -

I Images from https://scip-code.ora/

INDEXING INGESTION PROCESSING

SCIP Index

compressed + Temporal
Language Indexer tagged Workflow

e scip-java validate = extract =
e scip-go store
e scip-python

o scip-typescript X . Symbol Index
Ingestion Service

POST /ingest

refs + defs

Source Code Intelligence Protocol

scip:

ACCESS

GraphQL / MCP
Query API


https://scip-code.org/

Symbol-Level Indexing Pipeline

Quasar: Ingest * Store * Query

SCIP Indexers

Java / Kotlin scip-java / semanticdb

scip-go
SCIP Index

.scip.zst

Python scip-python

JS / TypeScript scip-typescript

I Image from https://scip-code ora/

scup

Quasar Pipeline

Ingest * Store * Query



https://scip-code.org/

UST SET IT

b\
/)
&

Image generated with https://ideogram.ai/



WHERE DOES @Authenticated APPEAR?

pgl
NS

FUEET-WIDE. TYPE-RESOL\{QERM.WEWFRSISTEIT.




rogrammatic access

<untitled> + GraphiQL

quasar_symbolUsages ° Gats

platform: "jvm" "quasar_symbolUsages"
jvm

" "
. h - " ; edges
artifact: "com.netflix.hollow/hollow g
descriptor: "com/netflix/hollow/api/produc . .
node
" W, n -
or corp
edges R
repo "
node R
org
repo
"node"
"org": "corp"
"repo": "
Variables Headers
I W "
i node
"org": "corp"
"repo"

I Screenshots from internal tool



Of course, agents know this as well...

Help me understand the blast radius if com.netflix.hollow:hollow removes com.netflix.hollow.api.producer.HollowProducer
Called quasar-mcp-server

Found it — 174 repos on the class alone. Getting blast radius and version distribution now.

Called quasar-mcp-server 2 times

224 repos affected — CRITICAL level. Fetching file-level call sites for the top 5 repos now (may take 10-20 seconds).

Called quasar-mcp-server 5 times

/| message
Impact: com/netflix/hollow/api/producer/HollowProducer# — com.netflix.hollow/hollow
Summary

- 224 repos affected (0 overriders + 224 caller repos) — results were not truncated
- HollowProducer is a concrete class with no subclasses; all impact is direct callers
- Version breakdown: 7.14.46 (174 repos), 7.14.44 (51 repos), 7.14.39 (8 repos), 7.14.45 (7 repos)
- Long tail A: 7.14.23 (3), 7.14.9 (2), 6.1.0 (2), 7.10.3 (1), 7.10.6 (1), 7.13.2 (1) - notable that
o ' 3 and are on 6.1.0, multiple major versions behind

Overrides
None — HollowProducer has no subclasses or implementations in the indexed fleet.
Top repos by usage

1% (v7.14.46, 29 files) — the highest-impact repo
- This is the platform framework on which nearly all Hollow transformers at Netflix run. It wraps HollowProducer in

core abstractions: TransformerProducerCycleKickoff, TransformerBusinesslLogic, HollowCircuitBreakerValidatorlListener,
SupportHollowProducer, IncrementalProducerCycle, and more. Removing HollowProducer here would cascade to every
transformer service that uses this framework.
2. " — (v7.14.46, 7 files) — test infrastructure

I Screenshots from internal tool - Used in AbstractPerfCacheManagerTest, TestSupport, and dual-feed integration tests. Primarily test-layer coupling.
3. . . o (v7.14.46, 6 f 1 new message (ctrl+End)




VALIDATE BEFORE
YOU RELEASE.



Libraries canary pre-release validation

Fleetwide flow

F
Service 1
chAP
Artifact
Build + Test = Canary
O Service 2
Create PR New lib 2
reale Swinorary. : Fleetwide chAP

version built orchestration

*lib-new-version® = Artifact
Build + Test Canary

(ke) Results

in the Library Repo

*@run-canary” tag

Service n

chAP
Artifact
.
Build + Test Canary

I Diagram from internal documentation and generated by https://ideogram.ai & N

Notifications
to Library owner
& service owner




Libraries canary pre-release validation

< All campaigns

[TEST] Library Canary Pre-Release Validation

Details Awaiting Review Change Log

Dashboards

Q  Target name ‘ — Filter resL

Target Name (label)

chaptestsubject
Resilience Engineering (Steve Swanson)

m chapwalle
Resilience Engineering (Steve Swanson)

nteferacanarydemoapp
Resilience Engineering (Steve Swanson)

DRAFT

I Images from internal tooling

Assistant Path Plan
PLANNING
Path |

Librar P addplan

Path |

Librar
DEPENDENCY UPDATE
Path |

Librat @ Transform Code

° Create PR

VALIDATE

@ create Debian Package

@ create Deployable Images

status @ Current Sten

Your validation has been completed

No Routing Canary

@ 1 0f 1validation leted NINR T 7uspropvPC

thundercatsspringgrpc (source cluster)

Baseline: thundercatsspringgrpc--hXcng-chap-baseline-v000
Canary: inggrpc--hXcng-chap y-v000

(us-east-1)

Timestamp

Fri, Jan 23, 2026, 11:03 AM PST
Fri, Jan 23, 2026, 10:24 AM PST
Fri, Jan 23, 2026, 9:54 AM PST

Fri, Jan 23, 2026, 9:24 AM PST

Status

6 %, 6 %

"o

See report
See report
See report

See report

View Details in ChAP [4 N



COMMIT BUILD SHIP

BUILT INTO
THE PIPELINE
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Improving the pull request review process

before merging A

efore they're merged

Surface risk inline

for quick
Author assessment
Type
DiStingUiSh @ C] bitbot/risk-assessment Successf
between human ) OPSEG OTGT S GG DG = ETCCaTOT
and Al BJ , . : . .
) This branch has no conflicts with the base branch
Show affected ‘ . '
Auto-Merge services clearly R o con aisc open this in Gittub Desktop or view cor
Recommendation
Suggest auto- ) @) Addacomment
merge for low-risk -
PRs
Q o
CZE] =
Reviewer Confident
Fatigue Reviewers
Overwhelmed by Explain changes Focus attention
generic PRs and their purpose on critical PRs

I Image generated with https://napkin.ai/ and from 3rd party tooling run internally



Formalizing a delivery pipeline

Proposed: Promotion-Based Library Release Pipeline

User Creates
Candidate Tag | P>

e.g., v1.0.0-rc.1

Verification gates * Informed decisions + Same artifact from RC to GA

Build &

Verification Gates
Shared Workflow

Publish o

RC Artifact

Binary Compatibility
compare against previous release
detect breaking changes

Manual
Judgment

Consumer Canary Builds
build beta customers with RC
surface failures before release

A

Context Provided

Potential Future Checks

* Verification results
- Consumer impact
- Breaking changes
» Historical pattemns

R et L L L L e L « Confidence Indicator

Owned by JVM Ecosystem Team

Promote to GA
Shared Workflow

Same Artifact

RC that passed venfication
|s promoted (not rebullt)

Release Tag

v1.0.0 created
artitact marked as GA

Owned by JVM Ecosystem Team

e e e e e e

1
Managed 1
Source |
delivers :
(with confidence) 1
1

1

1

1

]

Optional: staged rollout

Shift Left

Issues caught before
consumers are affected

Informed Decisions

Producers see impact before
approving promotion

What This Enables

Artifact Integrity Standardized Quality
What was tested is what Shared workflows enforce
gets released (no rebuild) consistent verification

Reduced Incidents

Breaking changes caught
in pipeline, not production

Human in Loop

Intentional releases,
not fire-and-forget

I Image from internal documentation



RELEASEWITH _ < ~
ONFIDENCE.

Image generated with https://ideogram.ai/



PAVED PATH.




THE ASK CHANGED.

Q3 2025 N
¢, B
* gw) = 0ull = i

SHOW ME

THE DATA.
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*Anatomy of a Skill -

Skills! w@% ¢

SKILL.md
o ) 'Y 2
Required - Instructions @

LI ¥ -
f( LOptlonaI FoIdersA ]

ek

<—) scripts/ references/ assets/
= V

)P g B
I Image from https:

. devgenius.i nt-skills-explained- ing-vour-ai-assistant-new-tricks-
written by JP Caparas o Automation Documentation Images, etc. ®



https://blog.devgenius.io/agent-skills-explained-teaching-your-ai-assistant-new-tricks-c6ee66a632c4
https://jp.sulat.com/

Autonomous
Agents




Console | Otto | Tasks

Q. Search tasks...

All Active  Needs Attention  [2] Input Needed (%) Failed Queued £ JRunning € Done Cancelled

I Image from internal developer tooling assets



Console | Otto | Tasks

Q. Search tasks...

All Active  Needs Attention  [2] Input Needed (X Failed Queued £ JRunning @ Done Cancelled

Task Repository Status Updated

ik B B T O s (2] Input Needed 4 hours ago

I Image from internal developer tooling assets



Console | Otto |/

Q. Search tasks...

Tasks

AllActive  Needs Attention  [2] Input Needed (%) Failed Queued £ Running
Task Repository Status
e e mealc B e (918 : . .= [ZInput Needed
% =k E (9] == m = = [2] Input Needed
n O mowm rmm om [2] Input Needed
N TE N B S O B [2] Input Needed
== e e em [y QS —— [2] Input Needed
N TOEEN FEEET U N O [2] Input Needed
= =-u O e [2] Input Needed
== mE = = o) [2] Input Needed
" O =—mws =wws == [2] Input Needed
I Image from internal developer tooling assets
(o R [2] Input Needed

@ pone

Cancelled

Updated

4 hours ago

Just now

6 minutes ago

17 hours ago

43 minutes ago

23 hours ago

23 hours ago

16 hours ago

6 days ago

6 days ago




Tasks

Console | Otto |/

Q' Search tasks...

All Active  Needs Attention

BT = I B T . SN s

o I TEENC U .
2R} [-=a. |
§ = | B B B

[y
BTl .

[2] Input Needed

() Failed

Repository

oi_ﬂ_u@

(o} == W

O mmee— ——
O n

0 s —

O

O -
©

O il e
[y

Queued

£ Running

Status

[2] Input Needed
[2] Input Needed
[2]) Input Needed
[2] Input Needed
[2]) Input Needed
[2]) Input Needed
[2]) Input Needed
[2] Input Needed
[2]) Input Needed

[2]) Input Needed

@ Done

Updated

4 hours ago

Just now

6 minutes ago

17 hours ago

43 minutes ago

23 hours ago

23 hours ago

16 hours ago

6 days ago

6 days ago

Cancelled

[2] Input Needed - Created 16 hours ago -

@ Activity

Last turn 5 hours ago

Session

LT - "W — exactly the no-risk shape we wanted.

Nice work shepherding this. <3

Today 10:15 AM

Amazing!! :high-five: e
Today 10:29 AM
‘raised_hand: [/
Standing down. Ping me when:

o EmEm = comes up = I'll send

the live functional test PR, or
« Anything else needs picking up.

Have a good one!

I Image from internal developer tooling assets



PRECISE
CODE
NAVIGATION
BEYOND GREP

gU

CONTEXT-AWARE
MIGRATION
PLANNING

SECURITY
TRIAGE AT
FLEET SCALE

4

/\‘
Q\

CONTEXT WINDOW
EFFICIENCY

1

%

Image generated with https://ideogram.ai/




® | & s

BLAST RADIUS DEAD API MIGRATION PROGRESS
BEFORE BREAKING DETECTION TRACKING

CHANGES

Image generated with https://ideogram.ai/



REACHABILITY,
NOT JUST CLASSPATH

PRESENCE

LIFECYCLE
ENFORCEMENT

|

rated with https://ideogram.ai/




PEOPLE DECIDE.

TOOLS GUIDE. ) /

The road keeps
them honest.




ps://ideogra

mage generated \;v\hh htt,



~40,000 LIBRARIES.

ALL WITH STABILITY SIGNALS.

Image generated with https://ideogram.ai/



EVERY NEW LIBRARY

STARTS HERE NOW.
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LIFECYCLE STATUS l
-'{ HEALTH GRADE

BLAST RADIUS l | AVAILABILITY TIER

SYMBOL USAGE

DEPENDENCY GRAPH I‘ | BINARY COMPATIBILITY

ONE SOURCE OF TRUTH.

FOR HUMANS AND AGENTS ALIKE.

Image generated with https://ideogram.ai/



?

) |
li‘

WHAT WE'RE STILL
FIGURING OUT.



MAINTENANCE VS.
ABANDONMENT

,\U' A Is this library maintained... or just maintained-looking?

Image generated with https://ideogram.ai/



<&z

ADVISORY
= =
ENFORCEMENT

WHEN DOES ADVISORY

Image generated with https://ideogram.ai/



R THE AGENT
WAS RIGHT.

"y WHO IS
ACCOUNTABLE?



Image generated with https://ideogram.ai/



TAKEAWAYS




Takeaways

Treat a library release like an application
production change.

If your apps have a safety net and your libraries don't, you
have the gap.

LIBRARY

Y - \

ith https://ideogram.ai/




Takeaways

Many personas are involved: library owners,
consumers, platform providers and now Al
agents.

Each has different needs, trust levels, and risk tolerances.




Takeaways

Al doesn't fix the gap.
It exposes it.

An agent running
tag/publish/hope at scale is
more dangerous than a human
doing it slowly.

ith https://ideogram.ai/



Takeaways

Build machine-readable signals first.

Agents can only be as safe as the signals they
reason over. Stale signals, bad decisions.

UL

> &8 © &8§

ith https://ideogram.ai/



QUESTIONS?

ASK US IN THE APP

# Download on the GETITON
Roberto Perez Alcolea & App Store #" Google Play Aubrey Chipman
rperezalcolea@netflix.com achipman@netflix.com



mailto:rperezalcolea@netflix.com
mailto:achipman@netflix.com

PLEASE RATE
OUR SESSION

# Download on the GETITON
Roberto Perez Alcolea & App Store # Google Play Aubrey Chipman

rperezalcolea@netflix.com achipman@netflix.com



mailto:rperezalcolea@netflix.com
mailto:achipman@netflix.com

Thank
you!

Roberto Perez Alcolea
rperezalcolea@netflix.com

Aubrey Chipman
achipman@netflix.com
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