


Protecting Your GitHub



Hey, I'm BretAgentic DevOps Guild



We are bad at securing 
automation tools



These are good things,  
but will not save you from today's attacks
•CVE scanning 
•2-factor auth for humans 
•signing commits 
•OIDC short-lived tokens 
•Using another CI besides GH Actions



The (not so) new GitHub attack vectors

• Submitting a PR 
• Submitting an Issue 
• Commenting on an Issue/PR 
• Compromising an Action you use 
• None of those attacks was possible until automation was enabled 
• Compromising a developer with access to any of the above



What are they (mostly) after?

• Everyone: Actions secrets! 
• GitHub PAT, npm PAT, AWS/Cloud PAT, Docker PAT, etc. 
• Wait, GitHub PAT? I thought we use ephemeral GITHUB_TOKEN? 
• PAT is still required for some workflows that GITHUB_TOKEN 

doesn’t cover. 
• Popular public repos: Sneaking in code via old branches, cache 

poisoning, or dependency



If you left after this slide, the 80% TL;DR

• Never use pull_request_target in a workflow yaml file 
• Always add permissions: {} to root of every workflow 
• Manually add each permission to each job 

• Pin all Actions to a sha 
• Scan for Actions updates daily with dependabot/renovate (7 day 

cooldown) 
• Run scanners actionlint, zizmor, poutine, and gasa often 
• Move all secrets to GitHub environments to limit blast radius



Only read  
access needed



Defending the PR

• Never use pull_request_target, esp. in public 
• Require permissions: {} in workflows with allow-list in jobs 
• Prevent external contributors from auto-running workflows 
• Use GitHub environments for secrets in workflows 
• Both Grafana Labs and Spotipy were taken over by this attack type





Defending your workflows

• Always sha pin Actions 
• Use Renovate / Dependabot to update Actions 
• Use 7-10 day "cooldown" to protect against malicious releases 
• Require permissions: {} in workflow root  
• Then allow-list in jobs (set r/o default) 

• Use GitHub environments for secrets in workflows 
• tj-actions and Trivy scanner were taken over by this attack type





Defending yourself from dependencies

• Migrate to pnpm 
• Global: npm config set ignore-scripts true 
• Project: echo ignore-scripts=true >> .npmrc 
• Package: npm install <package-name> --ignore-scripts 
• Some way to add cooldown to package updates? 
• Axios, PostHog, Zapier, Postman were caught by this (Shai Hulud)





Defending yourself from prompt injections

• Use GitHub Agentic Workflows for anything that needs an Agent ! 
• Else, your automated agent needs guardrails 
• Sandbox agent inside (at least) a container 

• Or sandbox with nono.sh ! 
• Filter inputs/outputs to/from agents 
• Firewall agent egress

https://github.blog/changelog/2026-06-11-github-agentic-workflows-is-now-in-public-preview/
https://nono.sh/




Things are changing fast at GitHub

• 74 changelog posts this month! 
• 70 changelog posts on just Actions and supply chain this year 
• Multiple new security features showed up just last week 
• GitHub has pulled in lots of Microsoft people to help combat outages 

and security



Priorities for Private Repos

• Don’t use pull_request_target, just don’t, please 
• Set permissions: {} in root of all workflow yaml files 
• Set Actions permissions to read-only by default 
• Set Actions approvals to “Require approval for all external contributors” 
• Pin all actions to a sha 
• Scan for Actions updates daily with dependabot/renovate (7 day cooldown) 
• Move all secrets to GitHub environments to limit blast radius 
• Audit repository read access: Read = Fork & PR permissions 
• There’s now a setting to only allow PR create with write permissions



Priorities for Public Repos

• all those concerns, and more: 
• NEVER use pull_request_target 
• Consider closing PRs to external contributors 
• Issues are the new contribution 
• Agents write the code



• Codifies this talk's advice into a golang cli scanner 
• Checks workflows for top 3 issues 
• Checks top 4 repo settings that affect actions security 
• Checks that your updating actions (Renovate/Dependabot)

My new audit tool: "gasa" 
GitHub Actions Security Assessment ! 
https://github.com/BretFisher/gasa 

https://github.com/BretFisher/gasa


My GHA workflow editing skill !

• npx skills add bretfisher/skills

Linters to run on workflows
• actionlint 
• zizmor 
• poutine

https://github.com/BretFisher/skills


Resources

• Bret's content 
• Agentic DevOps Guild https://www.bretfisher.com/theguild  
• Agentic DevOps Podcast https://agenticdevops.fm/  
• gasa https://github.com/BretFisher/gasa  
• GH Actions Skill https://github.com/BretFisher/skills   

• Tools 
• GH Agentic Workflows https://github.github.com/gh-aw/  
• Zizmor Workflow Scanner https://zizmor.sh/  
• Poutine Workflow Scanner https://github.com/boostsecurityio/poutine  
• Actionlint Linter https://github.com/rhysd/actionlint  
• nono sandbox https://nono.sh/ 
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https://agenticdevops.fm/
https://github.com/BretFisher/gasa
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https://nono.sh/

