










Business logic
State transition

Full program 
analysis & SAT
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▪ Static tool: 20%
▪ Dynamic tool: 5% 
▪ Manual SCR: 15%
▪ Architecture Risk Analysis: 

60%

▪ Static tool: 12%
▪ Dynamic Tool: 12%
▪ Manual SCR: 21%
▪ Manual Pen: 21%
▪ ARA: 14%
▪ Sec Testing: 20%

* “Flaws Reported” - http://hcss-cps.org/events/willis.pdf











1. Production Gate (aka “the big red button”)

2. Secure guidance, code, and design

3. Make sure you’re automating (scaling) 
• Facilities to deploy secure code faster and 

• NOT the sources of  pain
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3. Make sure you’re automating (scaling) 
[the correct thing]
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Secure Application 
code

Patch Open Source

Avoid insecure 
functionality 

Use security controls
• Configured Correctly
• Everywhere necessary
• For the right reasons

SOME NEW-
SCHOOL TOOLS

Patch Open Source

Sometimes: Avoid 
insecure functionality 

OLD-SCHOOL 
TOOLS

Identify vulnerabilities





Impossible

General Logic

Satisfiability, Constraint Solving
• Could str_param contain a control char?

Flow Analysis
• Does “<A>” reach “<B>”?

Super Grep
• Pattern matching
• Context-sensitive local properties
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◆ Self Service (per year)
➢ 550 Apps (23MLoC)
➢ 300 Apps (35 MLoC)
➢ 350 Apps (14 MLoC)

◆Aspirations
➢ 100+ MLoC / day
➢ 1000s Apps / yr







12-24 hrs 8-16 hrs???
0-20 hrs

◆ It takes a day and a half to get results
◆ It takes a day or two to report
◆ That leaves very little time for thinking
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◆ Determines
➢ Extent of  fix

➢ Level of  Effort
➢ Interaction w/ other systems
➢ Regression/re-exploit potential










