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Connected digital products

» Global developments in technology are affecting everything around us 3

- Cheap connectivity on devices
- Ubiquitous internet & mobile devices with Ul & connectivity
- Cloud with scalable data storage, processing and analytics

- Services takes priority over devices

- The need to utilize the power of data through a....y«.w.
- Ecosystems and integration with 3rd parties

- Continuous updates needed to keep engagement

« Connected products are different a _—< fif:; e

e Products -> Propositions

.)))
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- Digital propositions consist of hardware, software and services interconnected

by data and digital content that deliver meaningful smart (through analytics)

solutions to a community of customers
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Convergence - Consumer Electronics +
Healthcare

» ¢

Thanks to the internet of
things
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The Health Continuum
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To design and deliver an ecosystem of products, services and solutions
enabled through a single, unified Philips user experience across the
health continuum.
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A Common platform

« Single point for user identify and authorization.

« Consistent brand expression, look & feel - DLS

« Combining data from different propositions to deliver the best value (Services,
Applications)

e Reduce Time to Market by providing state of the art services, software and
operations

e Scale
- Allow Philips businesses to deliver digital propositions at scale

- Eliminate redundant development and operations across Philips

- Reduce (Operational) Costs by economies of scale

e Reduce complexity in security and compliance efforts

- Do it right. Once !
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A typical solution - uGrow
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uGrow - Under the hood

Process to Discover / define insights

Operational product

q - 5 ...and gets insights
Done by the business ~ Mobile Mom inputs L ) that :
. data Baby Mila has
Books based on deep domain Frontend data been sleeping <10
Sources knowledge  (embeds khOUFSB Db]‘d you
i P now babies are
Data Analytics the insights fed better when
visualization) they sleep well?
For more reading,
Business, see <elaborate
Research, DA 6 information>
& Data
Analyst
“IDEAII! Backend

There is a relation
between sleep and
feeding quantity

e Delivery Engine: InApp, email, SMS

Content articles

Author <N€AhME> GEY b%en slegpcijng less Personalization Engine: Enrich
; an <xxx> hours. Did you o i i 2
an article N R e , 1th persona

Rules & content
articles need tg be
provided in a farmat
that the engine|can
work with

when they sleep well? For
more reading, see <elaborate
2 information>

Triggering Engine:

Apply fules on new and pasf dath

Define
a rule

IF the feedin? is low AND the
baby has had less than xx hour
sleep, TRIGGER Article

Baby Mila

Eating data
Sleeping data
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Building Blocks can be many things

Common

Embedded libs

Or interface
Specs, and
connectivity
firmware

Common Mobile pApps,
SDKs or Libs, using the

common DLS mobile UX
toolkits

Common Web pApps,
SDKs or Libs, using the
common DLS web UX
toolkits

Mobile Apps & Web Front Ends

Connected Devices

LS

Backend Cloud Services

Common
uServices
leveraging
HSDP
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What is personal data?

and sensitive personal data...

Mersonal dalu s any informualion on the busis of wiich you can dirgclly or imdrectly glenuly an mdividual
The Philips Privacy Rules becoma strictor when sensttive personal data ts concemed.

Parschal Data

i a =

girth Date Cepartment P address=s Preferances

v

Address (business . o JACH Evaluatiors ard
as well as private) Compelences
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What can we do?

Practice Privacy By Design

3o prcacs e Aas ivpotat peesie avd enbid 2y
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32 clzton, it ag, 40 26 pudtices. Usacienr and sl ol b sige.

Make Your Privacy Policy Easily Accessible
D27t or aba 5ers S22 Ch %00 your prracy 20l ¢p =
b rrwmiwrt nt san ta fon

2 Communicate Openly & Effactively

Use Enhancec Notice
Uor 1 sorames sore  hove respet - aoted. Ute b 2eexd

NCUCE 18 SO Wwherd Loes Wit 728 ngect Conam 2ata Iz e colechrd.
Provide Users with Choicas & Controls
Ewpoveruzs fowllen g swes2an vl

e way thae 03 & cicled and s,
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Secure Your Users' Data!

Elrorys e appegmieke prdusel - daw weac iy
nesans lpos. wsd.

Ensure Accountabiliby

W S0 soraore 5 TR [9S 3% 3 BINAG § 0407
M T 0 eplicily atiime T penib Py et

What are the main principles....

v Transparency
v Consent (if needed)

v Third party data processing
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Provide transparency

Privacy notice....

Privacy Notice
'‘whon peoole share data, they neod @ know Fow the'r personal data wA.l bc uzed

A Privacy Natice must explain

Th= identity of the arganiration who = The Righks of data subjects i~cli dinz
respon@nle far process ng the personal dats - Acress o hislher personal data R inn
co-cprming hover e data < used

- Tha right o updare b sfher personel d=ta taat
Thz type of personal data we col.oczand the

) i in your ha-ds
purpose for cellzctd~g --at data

- Nacking/updatinz porenkinlly inac-umte data
- Frasing d=ta ——af is rat law By pro-e=<sed

P99

Security measures - Tha right bn object to cinect marketins
Which catoyory of thisd pesties you maknuse Other important issues affocting consumcrs
of, tf zny, a~d for what purpesc p2rsonal cata

How to provide a Privacy Notice:

Ycu rmust always crevide = Privacy Notcn
=& P-w=ry hetice miis- aluays be available = nd easily accessible at a digit=| bn chnnink
Iz5nculd te zvzilatle tc read beterc processing takes place with tne opTcn for @t review

I7 000 pDI NCDC to OC accoptoc.
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Obtain consent

Get permission when needed...

Consent

n sora cases you we anly allowed to prozess parsonal data ff you hava acquirac pricrs consent “rom the ndivicual

Where cansent 1s always regured:

For spesinl earegories of (personal) dara

o Whem pnui intene ta reweess the rans mees
ocation data

oJ i

Whera you process sensttive data soch as neazh
i o e am ool i |:i.-|'n‘_;':|. ran
wiceos), algon, Tamosrshap cf atracauuon,
ey ifa crimiral nfercevrerneds, sneal secity
nurne~ fircacial dam

Uate zollected by maans: of cookies or ssmalar

lechnigues wn o Fewnoms s - hikerehic o

Li=oge data o 1 phone, applieatian, mahillc deviee
or machine

7% ¢

What mast happen when you are asloing for consent:

Lonsant Tt ba obtane: betore collecting 27y of the
rnraamers nemanal dags

- Tha conmumer car any consent T the processing of
pernane. Jdeld gl Lo e bas bovn infonmed

- Tha consent racds tn he spoctie and hased on
apsropnats anc casly undarstancasic nfornancr

PP O9P99¢

When persanal data 15 praerssed for
cerlain purposes

Ldle gwcd fur derect marketing

(Combined: Jalavsed lor profiling ipwisoraliced
ard irdradealy targeted massages) or behavioral
tarzeting or predictiee amalytics

I oo ceses wh e dalais rans berresd oulside
the country eR. “hira)

Yenona mucshooi™t iz directly tarpeted to chylcren
(the= Yy eile the ~arvsant oF 1 veent w puaiang

onsart iz an active chotce.  Fa consumear
miFE cnnsant f o tiue y Indicating lsener
wiel o ey, anbicked vol-in o)

Comvtl v b la b frmedy piuea

Faconesamar mustrot be decavad cr
meeced Irte gvir g carcent
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Medical device classification

Proposition

L

Intended Use
L3> L

» Class A: No injury or damage to health is possible

: . System extend System Risk
 Class B: Non-SERIOUS INJURY is possible

Classification || Analysis

- : Lt
o Class C: Death or SERIOUS INJURY is possible Components
L3
Class A, Bor C <:
- nliludiuedtiudiu ol N
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d |
|
i |Connected|! | App Backend :
1| Device |! I \
I I Backend | | PopHealth | ,
I 'l | Comp1 uService || Portal |
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1 [ Customer
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[ [FOP Backend I Care
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| T
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Frontend building blocks - pApp

14

e.g. Mobile Patient Engagement e.g. Browser-based Care Provider
App Dashboard

header

HApPp

HApp

footer

Applications are composed of discrete, loosely coupled, semi-independent building blocks
Applications use as well as domain-specific building blocks

Micro apps are the front-end portion of such building blocks

Other portions reside in micro services running in the back-end

Micro apps are composed in an application framework (a ‘shell’) that provides client-side
infrastructure for e.g. communication, logging, layouting, navigation...
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UApp Example - User Registration

4:21 FM

LCs in

Al td !
Log in with Philips account most dane

larcantth2app s
Term= & Canditinns

Hecelve prommotional
commnmunications cf Philligs

basad ¢ my prefarences
Forgot Passward and online keravior

What dcesthis mean:
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Composability - pApp Framework

Ul Toolkit

c
S
=

7

o

a

S

S
)

‘ HApp API
HApp
Inject &

Control
L Feature

Use ‘

Infrastructure
Service Locale
Secure Storage discovery Configuration

REST Logging Eventing

Tagging Auditing Authentication
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Key Challenges - Mobile

Uniform logging format

Tagging of user actions

Managing configuration options

Determining user locale

Audit trails

Consent
- Explicit/informed consent
- Storage of consent

PHILIPS
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Key Challenges - Mobile

» Mobile devices are open
- Not “controlled”
- We store personal health information

e Security

- Use Android key store and iOS keychain
» Randomly generated encryption key pair stored in the keychain/keystore
» Data encrypted using key pair

Secure database
iOS Protection classes

Detection if lock set (> i059)
- DeviceOwnerAuthentication

Android SqlCipher
Storage of ”secrets” (Example: API signing keys)

PHILIPS
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Backend building blocks - pServices

Cloud Foundry BuildPack

HService

Spring RabbitMQ

Features (Business Logic)

Resiliency: Netflix Hystrix

Service Discovery: RabbitMQ; CF linked services
Postgres Spring HTTP
Driver RabbitMQ Redis Client

Process Manager New Relic Agent
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Key Challenges - Backend

Fast deployment while staying compliant
- Be smart in defining the boundaries of your service
- Separate out the algorithms from the service

« Example: Rules vs rule engine

Have the storage locations of the personal data been determined?

- Routing the right user to the right data store
- Data residency regulations

Right to delete data
- Do you have a system in place to ensure all relevant data is deleted when a user wants

to?
Sharing & consent, access control, tenants
Data model & interoperability

- FHIR (Fast Healthcare Interoperability Resources)
- ILS (Information Language System)
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Device Connectivity Architecture

Bluetooth Connected

Wi-Fi Connected

gBLE stack

Business specific
BLE Node

Wi-Fi
stack

Business specific
Wi-Fi Node

Business specific

DiComm Protocol

(Home) Router

Philips
Cloud
Services

Business/Device
specific component
Connectivity Generic
component
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Device connectivity

« BLE

- Standard BLE profiles wherever possible
» Thermometer profile

- Combination of profiles
* Multiple sensors

- Custom protocol in case of complex custom devices

 Secure software update
« DICOMM

o Wi-Fi
- SSDP for discovery
- HTTPS for communication

PHILIPS
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Key Challenges - Device connectivity

« Easy to DDOS yourself
- Devices are not random

» Bluetooth low energy connectivity on Android phones
- Many detailed deviations from BLE Standards
- CDP2 developed a library to deal with many of those issues

- Have to test products with BLE connectivity on many mobile devices - Mobile test
farm

e Security
- BLE transport level encryption

- BLE protocol important based on use case
 JustPairing works acceptable for stationary devices
- Example: Tooth brush
 Pin/Password mandatory for mobile devices
- Health watch
- Certificate pinning
« Part of the pairing process for Wi-Fi devices
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Can the firmware of the Device be updated?

 Are the firmware update files encrypted

 Are the firmware update files authenticated /signed
Does the Device store unencrypted Personal Data

* |s the integrity of stored Personal data checked

Does the Device store Passwords

 Are the stored Passwords encrypted

« Alternative are the stored Passwords obfuscated

* Are the passwords the same for all devices ?

Does the Device store Secret Keys

 Are the stored Secrets Keys encrypted

 Alternative, are the stored Secrets Keys obfuscated

Are the Device’s debug i/f disabled for end-user access
Are the Device’s command i/f disabled for end-user access
Does the Device communicate unencrypted Personal Data
Does the Device communicate unencrypted Secret Keys
Does the Device communicate unencrypted Passwords
Does the Device support logging

 Are the logs checked for Personal Data

* Are the logs checked for Integrity

Device connectivity - Securing a device
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Platform Life Cycle - Combinatorial
complexity

’ . @
Firmware - B
versions ' .

Android Android

. Devices Versions
App versions

iOS iOS
Devices Versions

Philips Cloud Ser

Backend Philips Clour
versions Philips Cloud Services

25 PHILIPS



Does it make sense to build platforms?

It depends
- Scale makes it worth it.

Think critically if something is a platform feature

Build/Mature in the context of a lead solution

Stick to architecture rules/guidelines

Harvest !
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