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» Testing distributed systems is hard
* Many of us building distributed systems (microservices)

» API simulation is a new (old) tool to help with testing
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* The problems with testing API driven architectures
* Introduction to API simulation

* Applying API simulation patterns

* Data management

» Conclusion
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Challenges...
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Airline Booking Application SpectoLabs

* Microservice architecture

* Integration with third party services

» Integration with legacy internal services
* Heavy resource consumption

» A standard CI/CD pipeline
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Resources

Rewards
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Licensing Spectolabs
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Rate Limiting

Rate Limited

Producer
Producer
// ~~
Consumer
\

@mogronalol | @danielbryantuk 15



Producer Producer
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Doesn't exist SpectoLabs
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Non Deterministic SpectolLabs

Booking
Service 1

“date” : “2018-02-08",

assertThat(booking.getDate())
.isEqualTo(LocalDate.of(2013,1,8));
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Fault Injection SpectoLabs

4xx, 5xx, timeouts
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* The problems with testing API driven architectures
* Introduction to API simulation

* Applying API simulation patterns

* Data management

» Conclusion

@mogronalol | @danielbryantuk 20



API Simulation SpectolLabs

* Emulation of real API
* Non-intrusive
» Lightweight - or should be
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Architecture SpectolLabs

»  Producer

Consumer

IReptaptrandredede

requests & responses
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Creating Data

@ClassRule
public static HoverflyRule hoverflyRule = HoverflyRule.inSimulateMode(ds1(
service("www.booking-service.com")
.get("/api/bookings/1")
.willReturn(success(json(new Booking(1))))
.post("/api/bookings")
.body(json(new Booking('"myBooking")))
.willReturn(created(“http://www.booking-service.com/api/bookings/1”))},
service("www.payment-service.com")
.get("/api/payments/1")
.willReturn(success("{\"amount\": \"1.25\"\"}", "application/jsan"))

));
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Creating Data

"data": {
"pairs": [
{
“response"”: {
"status": 200,
"body": "{\"stats\":{\"counters\":{\"capture\":0,\"modify\":0,\"simulate\
4,
"request”: {
“requestType": “recording",
“path": "/api/stats”,
"method": “GET",
"destination": "localhost:60603",
"scheme”: "http",
"query": "",
"body": "",
"headers": {
"Accept": [
"text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2"
1,
"Proxy-Connection": [
"keep-alive"
1,
"User-Agent": [
"Java/l.8.0_40"
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Forward Proxy SpectoLabs

Producer

Consumer

Proxy Setting
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Reverse Proxy SpectoLabs

Producer

Consumer

Points to Hoverfly Reverse Proxy Setting
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Not Mocking Spectolabs

Service Under Test

Mocking
Mocks bleed into the
Http architectural boundary of
v your application

Virtual Service
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* The problems with testing API driven architectures
* Introduction to API simulation

* Applying API simulation patterns

* Data management

» Conclusion
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JUnit Example SpectoLabs

@Rule
public HoverflyRule hoverflyRule = HoverflyRule.inCaptureMode(“src/test/
resources/external.json”);

@Test

public void shouldBeAbleToRetrieveABooking() throws URISyntaxException {
// Given
final int bookingId = 1;

// When
final Booking booking = bookingServiceGateway.getBooking(bookingId);

// Then
assertThat(booking.getCustomer()).isEqualTo(“Andrew Morgan”);
assertThat(booking.getDate()).isEqualTo(LocalDate.of(2016,3,1));
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JUnit Example SpectoLabs

"request": {
"path": "/api/bookings/1",
"method": "GET",
"destination”: "www.my-test.com”,
"query": null,
"body": ""
+
"response": {
"status': 200,
"body": “{\”customer\”:\”"Andrew Morgan\", \"date\”:
\""2016-03-01\"}}}",
"headers": {
"Content-Type": |
"application/json"
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JUnit Example SpectoLabs

@Rule
public HoverflyRule hoverflyRule =
HoverflyRule.inSimulationMode(classpath(“external.json”));

@Test

public void shouldBeAbleToRetrieveABooking() throws URISyntaxException {
// Given
final int bookingId = 1;

// When
final Booking booking = bookingServiceGateway.getBooking(bookingId);

// Then
assertThat(booking.getCustomer()).isEqualTo(“Andrew Morgan”);
assertThat(booking.getDate()).isEqualTo(LocalDate.of(2016,3,1));
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Advantages SpectoLabs

* Isolation

* Flaky dependencies
» Rate limiting

* Deterministic

* Licensing
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CLI Example Spectolabs

hoverctl start —proxy—port 8080
hoverctl import accounts—-service-simulation.json

hoverctl start —proxy—port 8081
hoverctl import payments—service-simulation.json

curl http://www.account-service.com/api/vl/accounts/1 —proxy http://
ocalhost:8080

— A A A A A

[{"name":"foo0"}]

$ curl http://www.payment-service.com/api/vl/payments/1 —-proxy http://
localhost:8081

[{“amount":"£23.27"}]
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Matching SpectoLabs

_______________________________________________________________________________________________________________________________________________________________________________________________________________

Matchers
"""""""" Method ~  Destnaon  Path  Query
- wwwloocom  fmiss stoken=foo
- o wwwfoocom  flogn stoken=foo
"""""""""""""""""""""""""""""""""""""""""""""""""""" Request
""""""""""" GET  wwwioocom  /logn  %oken=foo

________________________________________________________________________________________________________________________________________________________________________________________________________________
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http://www.foo.com
http://www.foo.com
http://www.foo.com

Why Looser Matching? Spectolabs

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Matcher
"""""""" Mehod  Desination  Pah  Query
""""""""""" Gl wwwioocom  flogn  tokenfoo
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""" Request
""""""""""" GE wwwlocom  fogn e

_______________________________________________________________________________________________________________________________________________________________________________________________________________
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http://www.foo.com
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Field Omission Spectolabs

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Matcher
"""""""" Mehod  Desination  pah
""""""""""" G wwwloocom  fogn
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""" Request
""""""""""" GE wwwlocom  flogn  foken-bar |

_______________________________________________________________________________________________________________________________________________________________________________________________________________

@mogronalol | @danielbryantuk 40


http://www.foo.com
http://www.foo.com

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Method Destination
""""""""""""""""""" G wwwlecom el
S Request
"""""""""""""""""" G wwwiocom  Joamefim

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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JSON Matching SpectoLabs

-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
S U R S RS R SR R SRR RS R ——
-------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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JSON Matching SpectoLabs

{“foo” : “bar”, “not” : “important”}

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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« XML (Strict and Loose)

» JSONPath / XPath
* ...Anything
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Scoring Spectolabs

..........................................................................................................................................................................................................................

Matchers Match? Score
GET @ www.foo.com / 2
GET www.foo.com /name/tim / 3

--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Debugging SpectoLabs

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Request
““““““ SET  sowalansan /nomofin Hokensbe
““““““““““““““““““““““““““““““““““ Matchers
“““““ WSS esdeocan me 1 W
WSS weocem e 2
““““““ G wouoocan femefin mw 3 9
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Templating SpectoLabs

.................................................................................................................................................................................................................................................

Path Matcher Response Body

/name\\/(.*) “name”:”{{ Request.Path.[1] }}"}

Request Path Response Body
________________________________________________ T
- T
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The Problem of State SpectolLabs

..................................................................................................................................................................................................................................................

basket

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

basket {"item”:"eggs”} 200

...................................................................................................................................................................................................................................................

basket
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http://www.foo.com
http://www.foo.com
http://www.foo.com

....................................................................................................................................................................................................................................................

 Requires Transitions
Request - Response 9 | 5

State State
 GET éwww.shoppmg.com/é 0 basket ==
basket  empty
POST www.shopping.com/ { |tem”: eggsé 200 basket =
basket } eggs
GET éwww.shopping.comZE é{”item”:”eggsé basket ==
basket " eggs
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Fault Injection SpectoLabs

External
Producer

Middleware
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Fault Injection SpectoLabs

def main():
data = sys.stdin.readlines()
# this is a json string in one line so we are interested in that one Lline
payload = datal[@]
logging.debug(payload)

payload_dict = json. loads(payload)

payload_dict['response'] ['status'] = 201
payload_dict['response'] ['body'] = "body was replaced by middleware"

# now let' sleep for 2 seconds

sleep(2)

# returning new payload

print(json.dumps(payload_dict))
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* The problems with testing API driven architectures
* Introduction to API simulation

* Applying API simulation patterns

* Data management

» Conclusion
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Stale Data SpectolLabs

Virtual.
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Ownership SpectoLabs

Own Consumer Own Producer Strategy

Integration
Contract Testing

..............................................................................................................................................................................................................

..............................................................................................................................................................................................................
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Integration Contract Testing SpectolLabs

Integration Testing
or

Contract Diff
Diffe

- ) - ) - )
4

Scheduled Reproduce :
. — . N Diff
Build Simulations \

_ D _ D _ ) No diffe
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v

hitp://martinfowler.com/bliki/IntegrationContraciTest.html
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http://martinfowler.com/bliki/IntegrationContractTest.html

Ownership SpectoLabs

Own Consumer Own Producer Strategy

Integration
Contract Testing

..............................................................................................................................................................................................................

Simulation as
First Class Citizen

..............................................................................................................................................................................................................
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Ownership SpectoLabs

Own Consumer Own Producer Strategy

Integration
Contract Testing

..............................................................................................................................................................................................................

/ Virtual Service as
First Class Citizen

..............................................................................................................................................................................................................

Consumer Driven
Contract Testing
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Consumer Driven Contracts SPQCtOLabS

- N (0 N )

Consumer Generate imolement
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Contract Stubs
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hitp://www.martinfowler.com/articles/consumerDrivenContracts.html
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Consumer Driven Contracts SPQCtOLabS

a ) a Run )
Change Consumer
producer Contract

- ) - Tests )

hitp://www.martinfowler.com/articles/consumerDrivenContracts.html
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PROJECTS : SFRING CLOUD

Spring Cloud Contract C

Spring Cloud Contract Is an umbrella project holding solutions that help users |
successfully implementing the approach. Currently
Cloud Contract conslsts of the Spring Cloud Contract Verifier project.

Spring Cloud Contract Verifier is a tool that enables Consumer Driven Contract

Hdonsnbermmunemt ~f ARAL harand crmelicatinaes b i- chicmend it Aracte— ot Bl An

Pact

Define a pact between service consumers and previders, enabling "

Pact provides a fluent API for service consumers to define the HTTE
ang the HTTP responses they exgect back. These expectations are
service provider. The interactions are recorded, and played back in
provider actually does provide the response the consumer expacts.

This zllows testing of both sides of an integration point using fast u

This gem is inspired by the concept of "Consumer driven contracts’
information.
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Testing Pyramid SpectolLabs

End to end
Consumer Driven
Contract Testing
/ Integration / Service Testing \
/ Unit Testing \
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* The problems with testing API driven architectures
* Introduction to API simulation

* Applying API simulation patterns

* Data management

» Conclusion
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Conclusion SpectolLabs

* Reduced cost be replacing real resources

* Improved deployment time with API simulations

* Less dependance on end-to-end testing

* Advanced patterns for simplifying APl simulations
* Improved feedback cycle
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Questions?

@mogronalol | @danielbryantuk
andrew.morgan@specto.io | daniel.bryant@specto.io
https://qithub.com/mogronalol
hoverfly.io
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