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Agenda

•Our background


•Dependency management in npm


•Automating dependency upgrades (using JSFIX)


•Ongoing and future work
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Research background
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From research to startup
The Coana startup 


• Funded by Innovationsfonden and 
European Research Council


• 6 student developers

Research begins

Work on web-based prototype

2019 2020 2021 2022

Coana founded
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• Package management system for 
JavaScript/TypeScript


• Around 2M packages


• 1B package installations per day


•Used for Node.js, Angular, React, 
Vue.js, etc.

Node package manager (npm) registry
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2M

1M

All other registries
500K

Total packages available

https://jsfix.live
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Client code
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package-d

package-a

package-c

Client code package-b

Direct dependencies

package.json 

 
"dependencies" : {

    "package-a":^1.0.0,

    "package-b":^4.0.0,

    "package-c":^2.3.0,

    "package-d":^1.2.0,

  }
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package-d

package-a

package-c

Client code package-b

Indirect dependencies

Direct dependencies

package.json 
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    "package-a":^1.0.0,
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package-d

package-a

package-c

Client code package-b

Indirect dependencies

Direct dependencies

package.json 

 
"dependencies" : {

    "package-a":^1.0.0,

    "package-b":^4.0.0,

    "package-c":^2.3.0,

    "package-d":^1.2.0,

  }

Average npm-based application


• 90% of code comes from  
third-party packages


• 45 direct dependencies
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Package upgrades
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Client code

P1

P3

P2 v. 1.2.3

The problem
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Client code

P1

P3

The problem

P2 v. 2.0.0

How should the developer adapt

the client code?

https://jsfix.live
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Why keep dependencies up-to-date?
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•  Reduce vulnerability space  
(according to OWASP 6th biggest security threat for web) 

•  Benefit from new features and bug fixes


•  Adhere to peer dependency constraints

https://jsfix.live
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MAJOR.MINOR.PATCH

Backwards incompatible changes Backwards compatible changes

Semantic versioning

https://jsfix.live
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MAJOR.MINOR.PATCH

Backwards incompatible changes Backwards compatible changes

Semantic versioning

1.2.3 ➜ 1.2.7
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MAJOR.MINOR.PATCH

Backwards incompatible changes Backwards compatible changes

Semantic versioning

1.2.3 ➜ 1.3.0
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MAJOR.MINOR.PATCH

Backwards incompatible changes Backwards compatible changes

Semantic versioning

1.2.3 ➜ 2.0.0
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MAJOR.MINOR.PATCH

Backwards incompatible changes Backwards compatible changes

Semantic versioning
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Current upgrade practice
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Current practice: entirely manual process

Error-proneTime-consuming
Requires reading 

complex and incomplete 
documentation

https://jsfix.live
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Example package upgrade
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V5 V6
RxJS

https://github.com/jeffbski/redux-logic 


•  20,000 line application 


•  137 source code changes


•  2 days of work


•  First 2 commits had errors

https://jsfix.live
https://github.com/jeffbski/redux-logic
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Example package upgrade
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V5 V6
RxJS

https://github.com/jeffbski/redux-logic 


•  20,000 line application 


•  137 source code changes


•  2 days of work


•  First 2 commits had errors
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Example package upgrade

15

V5 V6
RxJS

https://github.com/jeffbski/redux-logic 


•  20,000 line application 


•  137 source code changes


•  2 days of work


•  First 2 commits had errors
JSFIX demo of this upgrade later

https://jsfix.live
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Which packages do developers use? 
How do they maintain dependencies? 

• 15,000 GitHub projects using npm


• 297,000 direct dependencies
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Experiment findings
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•  50% of all dependencies are from top 500


•  35% of all dependencies are at least one major version outdated


•  > 50% of all projects have a major-outdated dependency 

https://jsfix.live
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Experiment findings

17

•  50% of all dependencies are from top 500


•  35% of all dependencies are at least one major version outdated


•  > 50% of all projects have a major-outdated dependency 

Conclusions


1. Few packages are used a lot (most packages are used a little or not at all)


2. No clear practice for keeping dependencies upgraded

https://jsfix.live
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Upgrade assistance tools
General tools 

•Works for all updates


•Do not assist with code changes 

Package-specific tools 

•May include code mods


• Sometimes make assumptions about 
coding style


• Are time-consuming to create


• Typically only for heavily used packages

jscodeshift
https://update.angular.io/ 

https://jsfix.live
https://update.angular.io/
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JSFIX: automating package upgrades
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Demo - https://jsfix.live
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Accepted pull request: https://github.com/mWater/minimongo/pull/81

https://jsfix.live
https://jsfix.live/jsfix/https%253A%252F%252Fgithub.com%252Fmtorp%252Fminimongo
https://github.com/mWater/minimongo/pull/81
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How JSFIX works
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Semantic 
patches

1. Analysis phase

2. Interactive phase

3. Transformation phase

Client that depends on 
lib v1.0.0

Client that depends on 
lib v2.0.0

JSFIX

https://jsfix.live
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import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');

clicks.map(ev => ev.clientX).filter(x => x > 300);


Breaking change: Chaining operators have been replaced with pipe operators

import { fromEvent } from ‘rxjs';

import { map, filter } from 'rxjs/operators';


const clicks = fromEvent(document, 'click');

clicks.pipe(map(ev => ev.clientX), filter(x => x > 300));


V5 V6

RxJS

https://jsfix.live
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Semantic 
patches

1. Analysis phase

2. Interactive phase

3. Transformation phase

Client that depends on 
lib v1.0.0

Client that depends on 
lib v2.0.0

JSFIX

https://jsfix.live
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call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝

Semantic patches
• Formalization of changelogs

• Written by us (later by anyone)

• Consists of detection pattern and code template

 
Detection pattern: identifies API usages affected by breaking changes

Code template: adapts API usages to the breaking changes

Detection pattern
Semantic patch

Code template

https://jsfix.live
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Semantic 
patches

1. Analysis phase

2. Interactive phase

3. Transformation phase

Client that depends on 
lib v1.0.0

Client that depends on 
lib v2.0.0

JSFIX

https://jsfix.live
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First phase: analysis
Computes source locations affected by breaking changes

• Static AST-based analysis (flow-insensitive, field-based)

• Extremely fast

• Aims for practical soundness

•Marks affected locations with high/low confidence

https://jsfix.live
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call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝

import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');

clicks.map(ev => ev.clientX).filter(x => x > 300);
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call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝
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call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝

import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');

clicks.map(ev => ev.clientX).filter(x => x > 300);


Something derived from the rxjs package
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call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝

import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');

clicks.map(ev => ev.clientX).filter(x => x > 300);


Something derived from the rxjs package

Matches since clicks is from rxjs 
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call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝

import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');

clicks.map(ev => ev.clientX).filter(x => x > 300);


Something derived from the rxjs package

Matches since clicks is from rxjs Matches since clicks.map(…) 
by extension is from rxjs  

https://jsfix.live
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Semantic 
patches

1. Analysis phase

2. Interactive phase

3. Transformation phase

Client that depends on 
lib v1.0.0

Client that depends on 
lib v2.0.0

JSFIX
High/low confidence  
affected source locations

Detection 
patterns

https://jsfix.live
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Semantic 
patches

1. Analysis phase

2. Interactive phase

3. Transformation phase

Client that depends on 
lib v1.0.0

Client that depends on 
lib v2.0.0

JSFIX
Detection 
patterns High/low confidence  

affected source locations
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Second phase: interactive

When the analysis lacks precision it asks the user Yes/No questions

?

https://jsfix.live
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Semantic 
patches

1. Analysis phase

2. Interactive phase

3. Transformation phase

Client that depends on 
lib v1.0.0

Client that depends on 
lib v2.0.0

JSFIX

Questions

Yes/No 
answers

Detection 
patterns

High confidence 
affected source locations

High/low confidence  
affected source locations

https://jsfix.live
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High/low confidence  
affected source locations

33

Semantic 
patches

1. Analysis phase

2. Interactive phase

3. Transformation phase

Client that depends on 
lib v1.0.0

Client that depends on 
lib v2.0.0

JSFIX

Questions

Yes/No 
answers

Detection 
patterns

High confidence 
affected source locations
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import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');

clicks.map(ev => ev.clientX).filter(x => x > 300);


34

Third phase: transformation

call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝

https://jsfix.live
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Third phase: transformation
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import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');


clicks


clicks.map(ev => ev.clientX).filter(x => x > 300);


34

Third phase: transformation

call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝
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import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');


clicks
.pipe(

clicks.map(ev => ev.clientX).filter(x => x > 300);


34

Third phase: transformation

call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝
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import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');


clicks
.pipe(map(

import { map } from 'rxjs/operators';


clicks.map(ev => ev.clientX).filter(x => x > 300);


34

Third phase: transformation

call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝
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import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');


clicks
.pipe(map(ev => ev.clientX))
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Third phase: transformation

call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝
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Third phase: transformation

call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝
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import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');


clicks
.pipe(map(ev => ev.clientX))

import { map, filter } from 'rxjs/operators';


clicks.map(ev => ev.clientX).filter(x => x > 300);


34

Third phase: transformation

call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝

.pipe(filter(x => x > 300))
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import { fromEvent } from 'rxjs';


const clicks = fromEvent(document, 'click');


clicks
.pipe(map(ev => ev.clientX))

import { map, filter } from 'rxjs/operators';


34

Third phase: transformation

call <rxjs>**.{map,filter}  $base.pipe(<rxjs/operators>.$prop($args))⇝

.pipe(filter(x => x > 300))

https://jsfix.live
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Semantic 
patches

1. Analysis phase

2. Interactive phase

3. Transformation phase

Client that depends on 
lib v1.0.0

Client that depends on 
lib v2.0.0

JSFIX

Questions

Yes/No 
answers

Detection 
patterns

Code 
templates

High confidence 
affected source locations

High/low confidence  
affected source locations

https://jsfix.live
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Demo - https://jsfix.live/
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Collaboration with companies

37
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“By using JSFIX, we were able to reduce the time spent on upgrading rxjs 
from several hours to just a few minutes.
JSFIX automatically identified and patched more than 100 usages of rxjs in 
our massive Angular application.
A process, which we would otherwise have had to do manually.”


- Palle Hauge Petersen CTO at Workfeed

Upgrading rxjs in Workfeed’s Angular app
•809 files

• 231 changes across 105 files

• 5-10 minutes of work with JSFIX


Upgrading rxjs to v7 at

https://jsfix.live
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Collaboration with companies

1. 
share dependency info

2. 
write relevant patches 

3. 
test JSFIX 

https://jsfix.live
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Collaboration with companies

Lessons learned 

•  Most companies use very outdated dependencies


•  Quick and dirty approach:  
   Upgrade without changing client code at all, check if all tests still succeed


•  Seamless integration of third-party tools required


1. 
share dependency info

2. 
write relevant patches 

3. 
test JSFIX 

https://jsfix.live
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Demo - JSFIX GitHub app
Installation link: https://github.com/apps/jsfix-updater

https://jsfix.live
https://github.com/apps/jsfix-updater
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Dependency scannerpackage.json
 
relevant supported update

Semantic 
patches

Dependency scanner - https://jsfix.live/scanner 

supported updates

https://jsfix.live
https://jsfix.live/scanner
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Status and next steps

42
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• Support for 32 packages upgrades (+23 in progress)


• More than 700 pull requests sent


• Around 70 pull requests merged

Status

https://jsfix.live
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Creating new semantic patches

Prioritize heavily 
used packages

Semantic patches

JSFIX team

Upgrades through 
pull requests

Dependency 
scanner

https://jsfix.live


Benjamin Barslev & Martin Torp - https://jsfix.live GOTO Aarhus - June 16, 202245

•  Increase automation further


•  User-written semantic patches


•  JSFIX engine for other usages:


•  Advanced refactoring


•  Dependency overview (usage, size, etc.)


•  Security scanning (auditing with exploit paths)

Ongoing and future work

https://jsfix.live
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Join the JSFIX community
• How we can help you keep your npm projects up-to-date


• Follow JSFIX through                               on https://jsfix.live


• Install Github app: https://github.com/apps/jsfix-updater


• Signup for dependency scanner: https://jsfix.live/scanner


• Try JSFIX: https://jsfix.live/jsfix 


• Collaborate with us - contact us


• martin@coana.tech, barslev@coana.tech

https://jsfix.live
https://github.com/apps/jsfix-updater
https://jsfix.live/scanner
https://jsfix.live/jsfix
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