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In-App Browsers
vs SFSafariViewController



Why I looked into it







Write a post



Responsible Disclosure





Public Comments



inAppBrowser.com

http://inAppBrowser.com




What else?





Camera Permissions



Official iOS Popup Phishing Popup





Hijacking SDKs

Vulnerable to a human-
in-the-middle attack

31 %

69 %

Not affected
Affected

Analysed 41 of the most used SDKs





“Yah obviously”
•  “Giving an app camera permission lets them record you”

•  “Of course photos have GPS location”





“Just don’t use the app”



It’s our job to protect the user



We need to improve the underlying 
platform to protect the user



You already know of something!



Think about the Worst Case



Build it out



Responsible Disclosure



How to go public?



Why your report might get ignored



Why going public is important



Go for it




