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< X inAppBrowser.com

InAppBrowser.com

Check if an in-app browser is injecting JavaScript code

Some 10S and Android apps make use of a
custom in-app browser (full details). This
causes potential security and privacy risks to
the user.

& JavaScript injection detected, with some
potentially dangerous commands.

There might be additional JavaScript commands
executed using "lsolated World" JavaScript,
which can't be detected on this page.

Please read the Disclaimer below, as well as the
full explanation

e Adds CSS code, allows app to customize
appearance of website

e Monitors all taps happening on websites,
including taps on all buttons & links

e Monitors all keyboard inputs on websites

e Gets the website title

e Gets information about an element based on
coordinates, which can be used to track which
elements the user clicks on
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INn-App Browsers

vs SFSafariViewController



Why | looked into it
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InAppBrowser.com

Check if an in-app browser is injecting JavaScript code

Some 10S and Android apps make use of a
custom in-app browser (full details). This
causes potential security and privacy risks to
the user.

& JavaScript injection detected, with some
potentially dangerous commands.

There might be additional JavaScript commands
executed using "Isolated World" JavaScript,
which can't be detected on this page.

Please read the Disclaimer below, as well as the
full explanation

e Monitors all text selections on websites

e Injects external JavaScript code

e Monitors all taps happening on websites,
including all taps on all buttons & links

e Monitors when the user focuses on an element,
like a textfield

e Monitors all JavaScript messages, this can be
used for many things, including communication
with iframes

e Accesses all images on the page

The summary above shows a list of things the in-app
browser did when you opened this website. However,
there might be other things happening as well. The raw
output below should be carefully studied to better
understand what's happening.

inAppBrowser.com

@ inappbrowser.com

Detected JavaScript Commands:

HTMLDocument .addEventListener('selectionchange', function () {

A~ Monitors all text selections on websites

HTMLDocument.getElementById('iab-pcm-sdk')
HTMLDocument .createElement ( 'script')

~ Injects external JavaScript code

[object HTMLScriptElement].src = 'https://connect.facebook
[object HTMLScriptElement].type = 'text/javascript'
[object HTMLScriptElement].id = 'iab-pcm-sdk'

HTMLDocument.getElementsByTagName( 'script')
[object HTMLCollection]['0"']

window.addEventListener('click', function (){var l=arguments;n

A~ Monitors all taps happening on websites, including all tap

window.addEventListener('focusin', function (){var l=argument

A~ Monitors when the user focuses on an element, like a text

window.addEventListener( 'message', function I(e){try{const t=

A Monitors all JavaScript messages, this can be used for ma

HTMLDocument.querySelectorAll('img')

~ Accesses all images on the page

[object NodeList].length

HTMLDocument .getElementsByTagName('iframe’)

Disclaimer: This tool works by overriding the most
common JavaScript functions, however the host app
may still inject other commands. As of i0OS 14.3, Apple
introduced a new way of running JavaScript code in an
"Isolated World", making it impossible for a website to
verify what code is being executed. Also this tool cannot
detect other app tracking that may occur, such as
custom gesture recognition, screenshot detection, or
tracking of web request events.




document.getElementById = function(a, b) {
appendCommand( 'document.getElementById("' + a + '")")
return originalGetElementById.apply(this, arguments);

X Hijacking Webview
@ krausefx.github.io

via @KrauseFx

Verify the app's browser is not injecting any
JavaScript code

Detected JavaScript Events:

1. document.addEventListener("selectionchange",

2. function () {
window.webkit.messageHandlers.fb getSelecti
onScriptMessageHandler.postMessage(getSelec

tedText ());

3. }
4. document.getElementById("iab-pcm-sdk")




Write a post



Responsible Disclosure




@ Tweet Analytics

#f) Felix Krause @ @KrauseFx - Aug 1¢
& New Post: Announcing InAppBrowser - see what
JavaScript commands get injected through an in-app browser

Q9 TikTok, when opening any website in their app, injects
tracking code that can monitor all keystrokes, including ...
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Public Comments
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InAppBrowser.com

Check if an in-app browser is injecting JavaScript code

Some i0S and Android apps make use of a
custom in-app browser (full details). This
causes potential security and privacy risks to
the user.

E JavaScript injection detected, with some
potentially dangerous commands.

There might be additional JavaScript commands
executed using "lsolated World" JavaScript,
which can't be detected on this page.

Please read the Disclaimer below, as well as the
full explanation

e Monitors all text selections on websites

e Injects external JavaScript code

e Monitors all taps happening on websites,
including all taps on all buttons & links

e Monitors when the user focuses on an element,
like a textfield

e Monitors all JavaScript messages, this can be
used for many things, including communication
with iframes

e Accesses all images on the page

The summary above shows a list of things the in-app
browser did when you opened this website. However,
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@ inappbrowser.com

Detected JavaScript Commands:

HTMLDocument .addEventListener('selectionchange', function () {

A Monitors all text selections on websites

HTMLDocument.getElementById( 'iab-pcm-sdk')
HTMLDocument .createElement ( 'script’)

~ Injects external JavaScript code

[object HTMLScriptElement].src = 'https://connect.facebook
[object HTMLScriptElement].type = 'text/javascript'
[object HTMLScriptElement].id = 'iab-pcm-sdk'

HTMLDocument.getElementsByTagName( 'script')
[object HTMLCollection]['0']

window.addEventListener('click', function (){var l=arguments;n

A Monitors all taps happening on websites, including all tap

window.addEventListener('focusin', function (){var l=argument

~ Monitors when the user focuses on an element, like a text

window.addEventListener (' 'message’', function I(e){try{const t=

A Monitors all JavaScript messages, this can be used for ma

HTMLDocument.querySelectorAll('img')

A Accesses all images on the page

[object NodeList].length

HTMLDocument.getElementsByTagName('iframe')

Disclaimer: This tool works by overriding the most
common JavaScript functions, however the host app
may still inject other commands. As of i0OS 14.3, Apple
introduced a new way of running JavaScript code in an
"Isolated World", making it impossible for a website to
verify what code is being executed. Also this tool cannot
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http://inAppBrowser.com

App

TikTok
Instagram

FB Messenger
Facebook
Amazon
Snapchat
Robinhood

Twitter
Reddit
WhatsApp
Slack

Option to open in
default browser

S8 888 0

Modify Fetch
page metadata
Yes Yes
Yes Yes
Yes Yes
Yes Yes
None Yes
None None
None None
Technology

SFSafariViewController
SFSafariViewController
Default Browser

Default Browser

Updated

2022-08-18
2022-08-18

2022-08-18

2022-08-18

2022-08-18

2022-08-18

2022-08-18

Updated

2022-08-15
2022-08-15
2022-08-15

2022-08-16



What else?



Permission Dialog

“"DetectLocations” Would

Like to Access Your Photos
To store in-app screenshots in your

photo library, nothing evil, right? &

Don’t Allow OK
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It took 0.58s to access 11983 locations Taken with iPhone 6s back camera
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Camera Permissions
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watch.user




Official iOS Popup Phishing Popup

Sign In to iTunes Store Sign In to iTunes Store

To continue, enter the password for To continue, enter the password for
your Apple ID “krausefx@gmail.com.” your Apple ID "krausefx@gmail.com."

Cancel Cancel
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® O take.screenshots @KrauseFx

S 1Password 6 File Edit View Account Item Window Help
411 a 3m eee 10.2 - 11:00

FOLDERS e« fastlane

P . .assets P> r .circleci P> .github P> Il bin » ME cert P> « credentials_manag P r deliver P> « fastlane P> « fastlane_core P r frameit » Il gym » ||
match P r pem P p pilot » hi pkg P precheck P Pr produce P = rakelib » = rubocop » ME scan P r screengrab P |l sigh P Il snapshot P I
spaceship P Il supply D gitignore /* | ound. ml /* .keys n rspec /* rubocop yml n .ruby-version /* appveyor.yml /* Brewfile <> CODE_OF_CONDU

<> CO LRSI “OR *"“ NTRIBUT /*Dangerme ncycn .yml /* fastlane.gemspec /* Gemfile n Gemfile.lock D LICENSE

. xport GITHUB_API_TOKEN "64eb522d54e54484b91fa58d9a02c0fc" 2 o ort FL_GITHUB_RELEASE_API_TOKEN
"7 9Ntz c 16471abf9a25796c53669b" = export GITHUB USER @ RrauseFx" 4 export FASTLANE_PLUGIN_DIRECTORY_GITHUB_USER
"KrauseFx" 5 :

Spaces: 2

Shell Script (Bash)
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S - v \ .. <. . A an ‘ - o
= . - 5 " ‘ -

All Vaults o

Favorites Categories Tags

Security Audit I? Watchtower eWeak Passwords Duplicate Passwords (180) O 3+ years old O 1-3 years old (273) 0 6-12 months old
(571.)

Q'Search 1Password
571 items sorted by Date Modified N.1
Dec 2017

# username myuser@gmail.com

password 1MyTopSecretPassword copy._ : 2ngth

created Today at 11: 00 AM
Edit




Hijacking SDKs

Analysed 41 of the most used SDKs

Vulnerable to a human-
iIn-the-middle attack

©® Not affected
@® Affected




L _NON b5 How to integrate buddybuild's x ae X

<& C' | @& Secure | https://docs.buddybuild.com/quickstart/ios/integrate_sdk.html &

buddy DOCS

A Welcome to buddybuild!
0 Prefer to manually integrate the SDK?

A¢ Quickstart
Follow the Manual SDK Integration Guide.
Sign up with GitHub
Sign up with GitLab

Sign up with SSH

Update the SDK

Sign up with Bitbucket

Connect with Bitbucket Server 1  Open the Terminal and cd to your root directory of your repo.

Connect with GitHub
Enterprise 2 Run the following command:

Connect your privately-hosted
GitLab instance

Single signh on (SSO)
Require SSO

cuII -Ls tools.buddybuild.com.s3-website-us—-west-2.amazonaws.com/UpdateSDK |
sh

Disconnect SSO
Okta 3  Commit and push the changes.
10S

Selecting an app Uninstall the SDK

Inviting testers

Integrate the SDK for iOS If for some reason, you wish to uninstall the SDK, you simply need to revert the commit which installed it

Auto-syncing provisioning in the first place.
profiles

Auto versioning

N sl Al




“Yah obviously”

« “Giving an app camera permission lets them record you”
» “Of course photos have GPS location”



X
Edit Account

First Name

Felix

Last Name

Krause

Phone Number

I o

Select a photo

Take photo

Choose from library

Cancel




“Just don't use the app”



It's our job to protect the user



We need to improve the underlying
platform to protect the user




You already know of something!



Think about the Worst Case



Build it out



Responsible Disclosure




How to go public?



Why your report might get ignored



Why going public is important






Don't forget to
rate this session
N the GOTO Guide app



