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What will you learn?
● Complexity in Modern Software
● Complex Adaptive Systems
● What is Resilience?
● Chaos Engineering
● Security Chaos Engineering (SCE)
● Example SCE Use Case & Experiment
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About A.A.Ron

● Sr. Distinguished Engineer 
@CapitalOne

● Former CTO, Co-Founder @ Verica, 
Chief Security Architect 
@UnitedHealth, DoD, NASA Safety 
& Reliability Engineering

● Frequent speaker and author on 
Chaos Engineering, Resilience 
Engineering & Security

● O’Reilly Co-Author: Chaos 
Engineering, Security Chaos 
Engineering Books

● Pioneer behind Security Chaos 
Engineering

● Led ChaoSlingr team at 
UnitedHealth



What does it 
mean to be 
Resilient?
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“Resilience is the ability for a system 
to adapt its functioning in response 
to changing conditions so it can 
continue operating successfully. 
Instead of attempting to prevent 
failure, resilience encourages us to 
handle failure with grace. 



We’re Not 
Getting Better



Why is this? 
What are we 

doing 
wrong?
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“Our systems have 
evolved beyond our 
human ability to 
mentally model their 
behavior.”



Speed, Scale, & Complexity of 
Modern Software is Challenging
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Software 
has 

officially  
taken over



Software Only Increases in 
Complexity



Let's talk about 
“Legacy” Systems 



“Business 
Critical”

“Flagship 
Product”“Mature”

“STABLE”

“Confident” “Good 
Documentation”

“Well 
Understood”

“Mission Essential”

“Dependable”

“Zero Downtime”



HOW? did 
“LEGACY” 
SYSTEMS become 
“STABLE” ?



Systems 
Engineering is 
Messy

We forget 
that…..



In the 
beginning…
it seems so 
simple



Over time… Hard Coded Passwords

Identity Conflicts

Lead Software Engineering finds 
a new job at Google

New Security Tool

Refactor Pricing

300 Microservices Δ-> 850 Microservices

Cloud Provider API Outage

WAF Outage -> DisabledScalability Issues

Network is Unreliable

Autoscaling Keeps 
Breaking

Large Customer OutageDelayed Features

DNS Resolution Errors
Expired Certificate

Regulatory Audit

Rolling Sev1 Outage on 
Portal

Code Freeze



Our systems 
have become 
more complex 
and messy 
than we 
remember 



How does 
this $&%* 

have to do 
with 

Security?



Cyber Security is 
Context Dependent

Flexibility to 
Change System 

Rapidly

Ability to Apply 
Secure Context to 
System Changes

VS.



ExperimentationTesting    vs.
Instrumenting Chaos



How do we 
typically 
discover when 
our security 
measures fail?



Security incidents are not effective 
measures of detection because at 
that point it's already too late
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Security Incidents



Learn to 
Navigate 

Complexity 
with 

Chaos 
Engineering



Chaos 
Engineering



“Chaos Engineering is the discipline of 
experimenting on a distributed system in 
order to build confidence in the system’s 
ability to withstand turbulent conditions”



The purpose of Chaos 
Engineering is NOT to 
“Break Things on 
Purpose”.
If anything we are trying 
to “Fix them on 
Purpose”!





Security 
Theater

Hope is Not an 
Effective Strategy

 



“Understand 
your system 

and its 
security gaps 

before an 
adversary 

does”



● Incident Response
● Security Control 

Validation
● Security Observability
● Compliance Monitoring

Getting Started



We really don’t know very much
No matter how much we prepare...

Security is Subjective & Reactive

Where? Why? Who?

What?How?
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An Example
SCE 

Experiment





Post-Mortem
● Learn to navigate complexity 

with SCE
● Use SCE to build confidence 

in your security
● Chaos Engineering & 

Security CE are about being 
proactive




