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Level 0

No monitoring.





Level 1

Nagios.









Symptom-based alerting
Symptoms → pages. Causes → tickets.



Black-box monitoring FTW?



We combine heavy use of white-box monitoring with modest but critical uses of 
black-box monitoring. The simplest way to think about black-box monitoring 
versus white-box monitoring is that black-box monitoring is symptom-oriented 
and represents active—not predicted—problems. [...]

For paging, black-box monitoring has the key benefit of forcing discipline to 
only nag a human when a problem is both already ongoing and contributing to 
real symptoms. On the other hand, for not-yet-occurring but imminent 
problems, black-box monitoring is fairly useless.

Chapter 6: Monitoring Distributed Systems



Why black-box monitoring is not sufficient:

1. Your probe is not real user traffic.
2. Long-tail latency matters.
3. You still need to investigate causes.





Level 2

StatsD and Graphite.



Monitoring is many things…

● Observe. (“Shiny dashboards.”)
● Explore. (“What caused this outage?”)
● Alert. (“The machines wake me up when they need me.”)



Container orchestration

Bazooka (R.I.P.) and…



We need monitoring systems that allow us to alert for 
high-level service objectives, but retain the granularity to 
inspect individual components as needed.

Chapter 10: Practical Alerting from Time-Series Data



Level 3

Prometheus.
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A word about external monitoring providers

2007 2011 2013 2016

Usage of
external
monitoring





Instrumentation JVMKit
func ExampleHandler(w http.ResponseWriter, r *http.Request) {

status := http.StatusOK
defer func(begun time.Time) {

duration.Observe(time.Since(begun).Seconds())
counter.With(prometheus.Labels{

"status": fmt.Sprint(status),
}).Inc()

}(time.Now())
result, err := computeResult()
switch err {
case nil:

fmt.Fprintln(w, result)
return

case errTimeout:
status = http.StatusServiceUnavailable

default:
status = http.StatusInternalServerError

}
http.Error(w, err.Error(), status)

}



Collection
 'prometheus' => {

    'storage' => {

      'retention' => '360h',

    },

    'owner' => 'api-mobile',

    'scrape_interval' => '30s',

    'jobs' => [

      {

        'name' => 'api-mobile',

        'k8s' => {

          'cluster' => 'ab',

          'system' => 'api-mobile',

        },

      },

    ],

    # ...

- job_name: api-mobile

  scrape_interval: 30s

  scrape_timeout: 10s

  metrics_path: /metrics

  scheme: http

  kubernetes_sd_configs:

  - api_server: https://api.k2.k8s.s-cloud.net

    role: pod

    tls_config:

      ca_file: /mnt/prometheus/k8s-certificates/ab/ca.crt

      cert_file: /mnt/prometheus/k8s-certificates/ab/client.crt

      key_file: /mnt/prometheus/k8s-certificates/ab/client.key

      insecure_skip_verify: false

    namespaces:

      names: []

  relabel_configs:

  - source_labels: [__meta_kubernetes_namespace, __meta_kubernetes_pod_annotation_prometheus_io_port]

    separator: ;

    regex: .+;(?:[0-9]+,?)+|;

    replacement: $1

    action: keep

  - source_labels: [__meta_kubernetes_namespace, __meta_kubernetes_pod_label_system]

    separator: ;

    regex: .+;api-mobile|;

    replacement: $1

    action: keep

  - source_labels: [__meta_kubernetes_namespace, __meta_kubernetes_pod_label_env]

    separator: ;

    regex: .+;production|;

    replacement: $1

    action: keep

  - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_scheme]

    separator: ;

    regex: (https?)

    target_label: __scheme__

    replacement: $1

    action: replace

  - source_labels: [__meta_kubernetes_pod_annotation_prometheus_io_path]

    separator: ;

    regex: (.+)

    target_label: __metrics_path__

    replacement: $1

    action: replace

  





Dashboards



Interactive exploration



Alert creation
ALERT PrometheusRuleEvaluationSlow

  IF

      rate(prometheus_evaluator_iterations_missed_total[1h])

    /

      rate(prometheus_evaluator_iterations_total[1h])

    * 100

    > 5

  FOR 4h

  LABELS {

    severity = "warning",

  }

  ANNOTATIONS {

    summary = "{{$labels.job}} is evaluating rules too slowly",

    description = "In the last hour, {{$labels.job}} at {{$labels.instance}} has ...",

    runbook = "http://doc/runbooks/prometheus/#prometheusruleevaluationslow",

    dashboard = 'http://grafana/dashboard/db/prometheus-srv?var-job={{$labels.job}}...',

  }
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Alert!!!

Alert here.

This is fine!?!
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This is actually fine!

Alert here…     not there



ALERT NodeFilesystemSpaceFillingUp

  IF

      predict_linear(node_filesystem_avail{fstype=~"ext."}[1h], 4*60*60) < 0

    AND

      node_filesystem_avail{fstype=~"ext."} / node_filesystem_size{fstype=~"ext."} < 0.2

    AND

      node_filesystem_readonly{fstype=~"ext."} == 0

  FOR 10m

  LABELS {

    severity = "critical",

  }

  ANNOTATIONS {

    summary = "Filesystem space is filling up",

    description = 'Filesystem on {{$labels.device}} at {{ $labels.instance }} is \

                   predicted to run out of space within the next 4 hours.',

    runbook = "http://doc/runbooks/node/#nodefilesystemspacefillingup",

    dashboard = 'http://grafana/dashboard/db/node?var-node={{ $labels.instance ...',

  }



Alert grouping and
routing
route:

  receiver: prodeng-warn

  group_by:

  - alertname

  - zone

  - system

  routes:

  - receiver: api-mobile-warn

    match:

      system: api-mobile

    routes:

    - receiver: api-mobile-crit

      match:

        severity: critical

      group_wait: 20s

      group_interval: 5m

      repeat_interval: 3h

    - receiver: api-mobile-info

      match:

        severity: info



Alert delivery





Service reliability:

Dickerson’s hierarchy of service reliability
Site Reliability Engineering – How Google Runs Production Systems, B. Beyer et al. (ed.), O’Reilly 2016, p104

From unknown to 
low to high in 

four years.



Slides will be linked at
https://github.com/beorn7/talks 

https://github.com/beorn7/talks



