


Encrypted Computation
What if decryption wasn’t needed?

Katharine Jarmul - Probably Private



AI is really popular!



But it can also be creepy…



What if…?

Hugging Face + Zama’s Concrete Library



Homomorphic Encryption - Commutativity
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Pallier Homomorphisms

Let’s try it out!!



Homomorphic Encryption: Recap

• Based on cryptoscheme/-system 
with homomorphisms

• Great for use cases where data 
owner and data processor are 
different

• Large computations are expensive 
and may require specialized 
hardware

• Acceleration possible with accuracy 
tradeoffs for some protocols

My Data

Data Processing Service
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Solution 
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Example Machine Learning Use Case

E-Commerce 
Operator

Brick and 
Mortar Store

Combined Model for Seasonality 
and Popularity tensorflow-encrypted

moose



Use Cases for Encrypted Computation

Example Encryption Protocol and/or System

Private and secret auction Multi-party computation with participation threshold

Private inference (prediction on 
encrypted data)

Homomorphic Encryption and encrypted machine learning

Private query or lookup Private Information Retrieval (usually HE based)

Customer Comparisons / Analytics Private Set Intersection (PSI) and Multi-Party Computation



Getting Started with Encrypted Computation

Supported iOS functionality

numpy / matrix operations with FHE

introductory notebooks (also on other privacy technology)

platform for MPC by Bosch



User control and understanding builds trust



Thank you!

Questions or comments?

Later: katharine @
probablyprivate.com

Newsletter there too :)

http://probablyprivate.com
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